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             IRB HIPAA PRIVACY AND SECURITY

              ANNUAL INVESTIGATOR CERTIFICATION


1. Researchers will follow the 18 HIPAA Security policies and procedures, as listed in the ORA Research HIPAA Security policy, adopted by Lifespan.  The corporate policies and procedures will apply to all Lifespan employees, all researchers and their staff, and all equipment and software issued and maintained by Lifespan and its affiliates. 

2. Researchers will encrypt and/or password protect subject information stored on computers, laptops and PDAs.  When researchers use non-Lifespan equipment and/or software, not issued or maintained by the Lifespan IS department, it is recommended that the software and/or equipment be HIPAA Security compliant. 
a. Password protect all computers and equipment, do not share computer passwords

b. Password protect all documents whenever possible. 
c. PDA and laptops – Password protect equipment and double protect by password protecting documents on equipment

d. Encryption software, whenever possible, should be installed on equipment and used for storing/transmitting EPHI.    

e. Take security precautions for theft or loss of equipment, (laptops, PDAs, etc.) locked cabinets, etc.

f. Turn on computer screen saver application, log out of applications when not in use and turn off computers at the end of the day

3. When researchers log on to a sponsor or multi-site website, or any other website used for the purposes of this research protocol, to upload EPHI it is recommended this EPHI be uploaded to secure websites.  If websites are not secure; use alternate methods of transmission of EPHI such as: de-identify data if possible, paper fax whenever possible, copy to CD and hand carry or secure mail to recipient.
4. Software audit trails should be turned on and monitored.  When audit trails are not possible because the software does not support audit trails this should be documented.  Examples would be – Excel spreadsheets, Access spreadsheets, etc. 
5. Email, file transfer and encryption – It is recommended researchers use Lifespan email when sending EPHI as an attachment.  The attachment should have an additional level of protection by password protecting the document.  
a. Use of other email for sending attachments containing EPHI is not recommended.  When using non-Lifespan email ensure document encryption.

b. De-Identify document whenever possible prior to email
c. Or, copy to CD and carry or secure mail to recipient.  Sensitive information about enrolled subjects to be mailed in confidential envelopes, or hand carry

d. Or, paper fax document if unable to de-identify data or use secure method.  Verify fax numbers before sending subject information and use fax cover sheets which include a confidentiality notice

6. Only authorized personnel, such as researcher/staff/sponsor, etc. described in the Research Authorization or Prep to Research should have access to research data.  Reports of unauthorized user access, disclosure or destruction should be reported to the ORA.
a. Researchers are aware of the need to account for certain research disclosures and a process has been set up to track these disclosures.

b. Disclosure tracking logs are reviewed for accuracy and completeness, when in use

7. Researchers should back up their research data, i.e., CD/floppy, if not stored on Lifespan computer share drive or Sponsor site.

8. Researcher ensures that PI and staff have completed the required departmental HIPAA Privacy Training and maintains documentation in protocol files.
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